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Abstract— This paper proposes a nonlinear optimal switching
attack for Cyber-Physical Systems based on Physics-Informed
Neural Networks (PINNs). The methodology employs a two-
stage training strategy to identify optimal attack sequences:
an attack discovery phase that temporarily relaxes physical
constraints to explore divergent system behaviors, and a physics
refining phase that enforces dynamical consistency to ensure
feasibility. Beyond the standard physics loss, the objective func-
tion incorporates an attractivity term to bias the search toward
divergent trajectories and a damage term to maximize angular
velocity. This formulation enables the network to prioritize
attack impact while maintaining physical plausibility. Unlike
existing methods limited by linearized models or predefined
sliding surfaces, the proposed approach automatically learns
high-impact strategies directly from the inherent nonlinear
system dynamics.

I. INTRODUCTION

Cyber-Physical Systems (CPSs), as the deep integration
of cyberspace and the physical space, have been widely de-
ployed in critical domains such as energy, transportation, and
industrial control. While the deep integration of information
systems has enhanced CPSs control and intelligence, it also
increases their exposure to cyber-attacks through open and
complex communication technologies, with attacks capable
of causing physical damage [1]. A well-known case is the
“Aurora” attack experiment conducted in the United States
in 2007. This attack manipulated circuit breakers at specific
intervals, ultimately resulting in permanent physical damage
to the equipment. This experiment was one of the first to
demonstrate that cyberattacks could inflict tangible physical
destruction in the real world, revealing inherent security
flaws of CPSs, whose architecture often prioritize accessibil-
ity and operational efficiency, relegating cybersecurity to a
secondary consideration [2]. Therefore, this paper focuses on
switching attacks, a class of cyber-physical attacks designed
to cause severe physical damage through the malicious ma-
nipulation of discrete control actions in physical components,
leading to direct disruption of system dynamics.

The conceptual analysis and design framework for switch-
ing attacks were first introduced for the security of the
power system in [3], [4], [5], [6] by Kundur et al. Specif-
ically, reference [3] introduced a class of state-dependent
coordinated switching attacks, designed using the theory of
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variable structure systems. A framework for ranking switch
vulnerability based on a linearized model was proposed in
[4], [5], with [5] showing that the devised attacks retain
efficacy against nonlinear systems despite model errors and
partial state information. Further research in [6] addressed
the performance degradation experienced by sliding-mode
switching attacks in non-ideal cyber environments. The re-
liance on linearized models means that for strongly nonlinear
CPSs with wide-range dynamics, the designed attack strate-
gies may be suboptimal or even ineffective.

To overcome the limitations of linear methods, Aradhna
et al. [7] proposed a non-linear sliding surface that utilized
the swing equation to identify stability boundaries to gen-
erate switching sequences. The study demonstrated that this
method reduced chattering and shortened the attack duration
compared to traditional linear sliding surfaces. Falah et al.
[8] proposed a multi-stage load oscillation attack, which
was initiated by learning the line flow sensitivity factors
through small load disturbances and adjusting the oscillation
frequency in real time. Switching attacks also have the
potential to launch large-scale, covert physical damage in
emerging infrastructure. For example, [9] utilized public data
for system identification to generate attack commands, and
[10] designed switching attacks based on the eigenvalue
algorithm to control the charging and discharging of electric
vehicles. The effectiveness of both attack strategies hinges
on acquiring an accurate model of the system.

Given the limitations of existing research, this work pro-
poses a nonlinear optimal switching attack method using
Physics-Informed Neural Networks (PINN). Unlike conven-
tional approaches, this method automatically learns optimal
attack through offline PINN training, enabling the discovery
of switching strategies that would be difficult or computa-
tionally prohibitive to derive by hand in nonlinear systems.

The remainder of the paper is structured as follows. The
system and PINN-based model description are presented in
Section II. Section III introduces the proposed PINN-based
attack design method. Section IV presents the simulation
results. Finally, Section V concludes this work.

II. MODEL DESCRIPTION

A. System Modeling

This work simplifies the overall system through the Single
Machine Infinite Bus (SMIB) model, shown in Fig. 1,
consisting of a single target generator G; to which the load
P, is connected through a single target switch Sz, while the
rest of the grid is grouped within the term G... This SMIB
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Fig. 1. Reference scenario with Single Machine Infinite Bus (SMIB) model

model can be expressed as
3i = ;
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where §; and @; denote the rotor angle and angular velocity
deviation of Gj, respectively; m; is the moment of inertia; Pyy;
is the mechanical power of Gj; d; is the damping coefficient;
E; and Gj; represent the internal voltage and conductance,
respectively; Pyax is a constant; and x = [§; Si]T.

Switch Sy, is a function of sliding surface s(x) representing
a binary switch, ideally represented by a Heaviside step
function H (x), which would ensure that the load is zero when
the switch is closed and P;, when it is open

1 s(x) >0

0 s(x) < 0. @

SL(x) = H(s(x)) = {

Rewriting (1) explicitly in terms of §; yields:

m;i&; +di; + E? Gij + Prax 5in(8;) — Py + Sp(X)PL =0, (3)

5 E2G P sin(S .
_ di6i—E; Gy }:,V,n:u sin(&;)+Pui by
isolating 5, from (3) without the load term P;. So the system
(1) takes the form

define the acceleration &/ =

b= 25
. 5B (x>0 )
N s(x) <0 |

Knowing that 3,- is always defined as %&-, the variable
part is only present in §;. Therefore, it can be formulated in
the standard form of variable structure system theory:

&:{ﬁm”_zz )20 )
s(x) < 0.

As shown in Fig. 1, through the behavior of switch Si,
the switching system can alternate between two different
structures, fi(x,¢) and f2(x,?) , thereby forming the variable
structure system as described in (5).

Lemma 1 (Reaching condition): Given the variable struc-

ture system
. fl (Xat)
X =
fa(x,1)

with §(x) # 0, a sufficient condition for the trajectory to reach
the switching surface s(x) =0 is

s(x) >0

s(x) <0 ©

§(x) <0 if s(x) >0 )
s(x) >0 if s(x) <O0.

This implies that an attacker controlling s(x) can steer the
trajectory toward the switching surface, thereby allowing for
exploitation of system modes f;(x,7) such that the trajectory
moves simultaneously towards the surface and away from
the origin, achieving divergence of state variables X.

s(x)$(x) < 0 =

B. PINN Modeling

Artificial neural networks derive their power from a fun-
damental unit called the perceptron. A typical feedforward
network is composed of / layers, each built using an array
of an arbitrary number n; of perceptrons. Let f()(-) denote
the activation function of layer i. The output 0;(x) of layer i
is then given by

0i(x) = fU (W xi-1 +b) 8)
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where weights W; = ?’1 22 i1 ,

W;(zl,)l W;l,)z o Wl(é)-,nm
the previous layerTs outputs Xi—| =
[xgifl) xé’hfl) xﬁ,iill) , and bias terms
b= [l ) b

Traditional artificial neural networks can approximate ar-
bitrary functions, yet they often struggle to model physical
systems due to their disregard for the underlying differential
equations, leading to overfitting and poor generalization [11].
To address this, this work employs PINN, which are designed
to learn functions governed by

Flx,0) =du(x,t) + A [u(x,t),A] =0 x€Q,t€[0,T] (9)

where u(x,t) is the solution of equation, .4[-] is a non-linear
differential operator expressing the relation between u and
possibly unknown system parameters A.

The solution is learned by minimizing a loss function

g(x) = A'datagdata (X) + A'phygphy (X) + licﬂc (X) (10)

where the three loss terms are all defined as Mean Squared
Errors (MSEs). Specifically, the data loss Zuq(X) =
N%Ziil l|u(xi,tl) — u||*> evaluates the fit to N, given
boundary data points; the physics loss L (X) =
N%Z?Zl Ilf ()c"f,t]’})H2 enforces the residuals of the governing
equation (9) at Ny collocation points; and the initial condition
loss Ze(x) = Nio Y0 |[u(x), 0) —ui)|[* corresponds to the No
initial condition points.



III. PROPOSED PINN-BASED ATTACK
A. Proposed PINN-Based Attack Design

The attack is obtained by training and subsequently query-
ing a PINN f(xo,t), where xo = [§ &) is the initial
condition vector and t=[ty #; --- #7]" is a time vector
containing all time instances from #) = 0 to t; = T, the
final time. The network then outputs an array & containing
every §; for each time #; and the corresponding value of the
switching function s(x) =s({8,6})

f(xo,t) = {8,s}. (11)

Before any attack could be found, the network would
first need to correctly simulate the system dynamics. This
is obtained by imposing the PINN f(xo,t) equal to the
previously shown single variable SMIB (3):

f(xo,t) =m;6, +d;8; + Prax sin(a)

) (12)
+ (Ef Gii — Pui +SL(s)Pri) - 1

and tan(100 1
Si(s) = Tctan(100-s) 1 (13)

T 2
. . . . T . . T
which 8, = [60 51 5]] N 8,, = [50 51 5]] s
and 1 =[1,1,...,1]7 € R™ a vector of ones with the same

dimension as t (N, is the number of time points).

Remark 1: The Heaviside step function (2) is discontin-
uous and non-differentiable at zero. It is difficult to use it
directly in numerical optimization and continuous control.
Therefore, this paper adopts a smooth and differentiable
saturation function (13), which achieves a smooth transition
from O to 1 via the arctangent function, offering good
continuity and differentiability. The heuristic scaling factor
100 controls the steepness of the transition, allowing the
function to approximate the ideal step-like behavior while
maintaining numerical stability and practical feasibility.

In addition to the above, the network is provided with the
same initial condition vector Xy within the loss function:

Z(x) =
2fphyog/ﬂphy (X) + lattro?imr(x) + Admgogdmg (X) + )Lic-i/ﬂic (52)14)
where

N.
1 L
Lpny(x) = N, ZT 1 ()| P
i-

1
Latr (X) e

= ReLU(s' - s'),
Nr i

ReLU(x) £ max(0,x)

1 Ny -
gdmg(x) = _N7f Z ||”;||
i=1

1 M . .
Zie(x) = - X [[u(x0,0) — o]
0 =1
(15)
in which %}, and £, are the standard PINN losses as

seen in (10); the attractivity loss %, attempts to have the
model respect during the attack discovery phase the sliding

mode condition previously mentioned in (7), where the ReLU
ensures that the component is kept below zero as long as
possible; and .Z},,, aids the model onto pushing away from
the origin, and is defined as the negative square norm of ®.

Remark 2: Unlike the general PINN loss function (10),
the above loss does not include any supervised data com-
ponent: it was decided this way to avoid the network being
biased to a specific solution of the SMIB equation (1) and
thus not being able to generalize in the space of possible
switching attacks.

B. Data Training

To search for the optimal attack, the neural network
adopts the model architecture from TABLE I. The network
consists of four layers, each containing 55 neurons. All layers
employ the sine function as the activation function, with the
exception of output layer being a linear layer. Provided how
strongly non-linear is the equation the network is trying to
learn (11), the choice of sine function as activation function
is effective as it yields to better generalization and lower
overfitting [12]. The overall network has 9572 parameters,
including all zero bias parameters.

TABLE I
MODEL STRUCTURE FOR THE OPTIMAL ATTACK DISCOVERY

Layer Activation f)(:)  Output shape Parameters
Sine sin(3-WTx+b) [Ny,55] 220
Sine  sin(3-W'x+b) [Ny,55] 3080
Sine sin(3- W'x+b) [N/,55] 3080

Linear WTx+b [Nt,2] 112

Prior to training, Ngges = 10000 unique initial state vec-
tors xo; are uniformly sampled within [—1.0,1.0]?, with a
minimum spacing Axp = 0.01, and stored in a matrix Xg.
Ny = 8000 physics collocation points are used, following
the optimal trade-off between accuracy and training time
suggested in [13]. The weights W; of the sine-activated net-
work are initialized by sampling from a uniform distribution
wij ~ U(—0o,0) with standard deviation ¢ as follows:

1
Nin ’
6 1

ninWo \/MinWo
where n;, is the number of incoming connections to layer i,
b; =0. Weights wg and b directly represent angular frequency
and phase offset respectively. This initialization is proven
to speed up convergence by a small margin through better
learning of high frequency oscillation components [12].

At the beginning of each epoch j, a batch ®; of size
Nbatch = 1024 is constructed by uniformly sampling from Xq
and the time vector t:

Input layer

o= (16)

Hidden layer

a7

()
N LG x5 < $1024X0
0;= {(X(()Jz’tl(]))11:0214 — (0-) :
tV) < $1004t

where the < $; notation randomly selects i distinct elements
from the set, without repetition. This batch ®; is then input to
the PINN for training. Consequently, the network processes



only Ntram = 1024 physics collocation points per epoch,
which i 1s significantly fewer than the total Ny = 8000 points.

TABLE I
ADAM HYPERPARAMETER CONFIGURATION

Learning rate

First moment

Second moment

Weight decay

Yoit = 0.0075

B =095

B, =099

A=107

(a) Rotor Angle (5)

(b) Angular Velocity (@)
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The training employs the Adam optimizer with hyperpa-
rameters specified in Table II. The learning rate is reduced
by a factor of 0.7 upon plateau detection, using a patience of
500 epochs, until reaching a minimum of Yy, =5 x 1076,

Following a curriculum learning strategy, training proceeds
in two stages over N,poch epochs:

o Attack discovery (first Ny qcr epochs): Loss weights
configured according to (14).

« Physics refining (remaining epochs): The weight on the
physics term A, is increased to its maximum value,
while the damage weight A4, is reduced to zero:

lphy —1 ;Ldmg — 0. (18)

The idea of the network is that of initially trading the
physics accuracy to try and discover quicker diverging at-
tacks, afterwards when this attack is discovered the physics
leading to it are improved to output a more precise result.
The core functioning lies in the fact that when the weight
on damage Ay, is removed the network minimizes MSEs
by sticking to the closest physically plausible attack rather
than collapsing back to easier ones.

IV. SIMULATION RESULTS

Simulations have been tested on a computer with Ubuntu
Desktop 24.04.3 LTS x86_64 running Python 3.12.3 code
using the well-equipped PyTorch 2.8.0 library running on
CUDA. A nonlinear model commonly adopted in the liter-
ature (e.g., [3], [5], [6]) is employed, with the simulation
duration set to T = 10s:

=0

®=—0-—10sin(8)+9 —9S.(s). (1)

To make the s1mu1at10n results more intuitive, the true
state, X/ up = { tmth, truth} is obtained by feeding the
output s from the neural network (12) into the switching
function (13) and then calculating it using the system model
(4); the simulated state, X, = {5,0} = {Sum, ”m} is taken
directly from the neural network’s output. The MSEs and
average MSEs for the rotor angle 6 and angular velocity ®
are computed separately:

1 Niest A\ 2

avg (i)

- 72( truth xzm) y €5 = N Z (86 )
test j—1

Fig. 2. Comparison of PINN prediction outputs and system model outputs
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Fig. 3. Log-moving average of the physics loss and the initial condition

loss over training epochs during system simulation

All simulations use Ny = 8000 physics collocation points,
which corresponds to a sampling frequency of f = 800Hz.
The forward propagation time of the network for a single
output after training is approximately (3.5+0.3) ms.

A. System Simulation

This subsection evaluates the system performance without
switching. Fig. 2 presents the comparisons between the
PINN prediction outputs and the system model outputs for
Niest = 50 initial states uniformly sampled from [—1.5,1.5],
which extends the training domain [—1.0,1.0]> by +0.5 in
each dimension. No sample was selected more than once,
including across training and testing phases. The average
MSEs are:

5 =3.885x 107, €l®=2252x10"".

These results indicate that the PINN generalizes well to
initial states outside the training distribution. Training was
performed for Nepochs = 20,000 (2 min 12 s) with weights:
Aphy = 1.0, Aatr = Admg = 0.0, Ajc = 0.8. The variation of the
physics loss Aypy and the initial condition loss A;c with the
number of epochs is shown in Fig. 3.

B. Attack Execution

This subsection aims to leverage the trained neural net-
work to discover optimal switching attacks. Data training
results indicate that setting Nyqcxr = 20000 yields the best
balance between accuracy and attack optimality in all test
scenarios. As shown in Fig. 4, under the initial condition

1
e =
(O] Nf

i=1

O, — Ogim

X

0 _

2 avg
) 9 o =

Ntest .
N,Ie.g L (c8)"
(20)

s =0.818,

xp = (—1.33,-0.07), the optimal attack identified by the
network drives the system to instability. The corresponding
MSE:s are:
ep =0.573,
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Fig. 4. Physics system response under the optimal PINN-based switching
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Fig. 5. Switching state of the optimal PINN-based switching attack, xo =
(—1.33,-0.07)

within a sample of Mg = 50 initial states, attacks are found
in all cases, with average errors:

A =2.520, &hE=132.

The details of the switching attack are presented in Fig. 5.
Specifically, Fig. 5(a) shows that the network does not
exploit low s values to solve f(xo,t) = 0. Instead, once no
further switches are needed to accelerate divergence, s drops
negatively, relying mainly on 8. Fig. 5(b) shows that, despite
initial discrepancies, the switching function Sy (x) closely
fits H(x). Fig. 5(c) indicates that the attractivity condition
s-$ < 0 holds only transiently, indicating that the higher-
impact discovered attack does not rely on a sliding mode.
Figure 6 depicts the s =0 curve and its relation to the system
trajectory in the phase plane, where the s = 0 curve is a
highly nonlinear, irregular green line. Near X, the curve
initially follows the trajectory before diverging, intersecting
it exactly at the two switching instants.

Attack discovery used tuned weights: Aphy = 0.3, Ay =
0.05, Admg = 0.1, Ajc = 0.8. Training lasted Nepochs = 50000
(5 min 31 s), with Nypek = 20000 epochs for attack dis-
covery. As shown in Fig. 7, the physics loss and negative
damage loss components increase steadily but do not diverge,
whereas the initial condition loss oscillates around 1072,
After attack discovery, the physics loss converges to 1073
and the initial condition loss converges to 10~*, while the
negative damage converges to 5 x 102,

C. Performance of the Nonlinear Attack from Literature [7]

This subsection evaluates the proposed attack with that of
[7], where the SMIB model was used as the first simulation
scenario to ensure a fair and consistent evaluation under the
same configuration. The function in [7] is defined as

Spaper (X) _ KX+Betanh(Kx) — 68, + +4€tanh(651+a)l)
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Fig. 6. The s =0 curve and its relation to the system trajectory
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Fig. 7. Log-moving average of the physics loss, initial condition loss, and
negative damage loss over training epochs during attack execution
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Fig. 8. Physical performance of the attack in [7] with $pqper(X0) <O

with the sole assumption that the system is initially in a state
with the load P, disconnected, i.e., Spaper(X0) < 0, which
means Sz(x) = 0. Consequently, the initial state xo = (Jy, @)
must satisfy Spqper(X0) < 0, which yields:

Spaper(X0) <0 = 68) + @y < __4tanh(68+ax) @1

To verify the performance of the switching attack proposed
in [7], we compare the trained network on system (12) under
conditions where inequality (21) either holds or fails.

1) Spaper(X0) < 0: Set the initial state as xo = (—1.0,0.0),
which satisfies the condition: —6 < —4¢@h(=6) ~ _1.472.
As shown in Fig. 8, under this condition, the solution
consistently outperforms that of the trained network, and the
discovered attack exhibits a one-cycle delay in execution.
Fig. 9 shows that even after attempts to tune the model, no
better attack strategy was automatically discovered.

2) Spaper(X0) > 0: There exist initial states, such as xo =
(1.15,1.25) with spaper(Xo) > 0, for which the method pro-
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Fig. 11. Switching state of the attack in [7] with spqper(X9) >0

posed in [7] fails to find the attack, as demonstrated in Fig. 10
and Fig. 11. These show that the switching function $,4pe,(X)
is not a universal solution and can still fail to uncover certain
attacks. In contrast, the learned approach finds and executes
the same attack, leading to divergence.

V. CONCLUSIONS AND FUTURE WORKS

This paper presents an automated approach for designing
switching attacks in power systems by leveraging PINN.
Specifically, the PINN learns the dynamics of the target
system while incorporating both attractivity and damage
terms into the loss function; this dual-objective optimization
facilitates the discovery of valid yet high-impact attack
sequences. Simulation results on a SMIB model validate the
effectiveness of the proposed method; future research will
focus on extending this framework to multi-switch scenarios
within higher-dimensional, multi-bus networks.
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