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Abstract—Model checking has been proven to detect design
issues in industrial instrumentation and control (I&C) system
logics. During 17 years of practical projects in the Finnish nuclear
industry, VIT has identified 98 cases of the I&C logic violating
functional requirements. 30 of these scenarios feature human
operators making different types of errors. By also modeling the
actions of the operators, we could potentially filter out unrealistic
scenarios, reveal design issues otherwise hidden, and lower the
computational cost of model checking by liming the execution
paths of the I&C logic model.

This paper studies the implications of modeling human oper-
ator actions in the context of I&C logic model checking. Based
on practical examples from real nuclear industry projects, it is
not necessarily advisable to model the operator’s actions. Also,
based on our experiments, the addition of the operator model
will not by default make the analysis faster, even if the reachable
state space of the I&C logic model is reduced.

Index Terms—formal verification, model checking, control
engineering, software safety

I. INTRODUCTION

Model checking [1] is a formal verification method that
can be used to determine if a model of a system satisfies
stated formal properties. When deriving the properties from
functional requirements, model checking serves as a powerful
verification method. The result is either a proof that the
property holds or a counterexample trace demonstrating a
model execution path that violates the property.

In Finland, VTT' has applied model checking in the ver-
ification of nuclear power plant (NPP) instrumentation and
control (I&C) logics since 2008 [2]. A total of 98 design issues
were found by 2025. In 30 issues, the counterexample features
human users—operators in the control room, or maintenance
personnel in the field—making different types of errors.

In open-loop modeling, the environment of the verified
system is not included. When the operator’s actions (and the
measurements from the controlled plant) are modeled as free,
non-deterministic inputs, the potentially resulting “spurious
counterexamples” [3] can feature input sequences that are
impossible in the real world. Closing the loop by modeling
the operator actions (or the plant dynamics [4]) can limit the
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execution paths of the I1&C model, which could help mask
unrealistic scenarios and lower the computational cost.

This paper aims to address three research questions:

1) What are the safety implications of modeling the oper-

ator’s expected actions?

2) What kind or properties could be violated by the addition

of an “operator model”?

3) Does an “operator model” necessarily reduce model

state space and shorten analysis times?

Many previous works focus on developing methods of mod-
eling erroneous human actions to discover emergent overall
system behavior. In this paper, our aim is not to present
techniques for operator behavior modeling, but to study the
implications of adding such a model on (1) the reliability of
the verification results and on (2) the practical applicability of
model checking. The analysis is based on real nuclear industry
case study examples.

Section II describes the fundamentals of model checking.
Related research is summarized in Section III. Section IV
describes the detected issues related to operator errors and
Section V the case studies. The results are discussed in
Section VI, and the conclusions are presented in Section VII.

II. MODEL CHECKING
A. Tools and algorithms

As the objective is a logical proof that no model state
or execution path can violate a stated property, the key
challenge in model checking is to avoid the so-called state
space explosion [1], where the number of states becomes too
high to reason over in feasible time. To avoid the problem,
symbolic model checkers such as NuSMV [5] use Decision
Diagrams (BDD) [6] for canonical representation of Boolean
formulas, avoiding the need to process every state explicitly.
Bounded model checking (BMC) [7] is a technique based on
Boolean satisfiability (SAT) solvers, where a limit is set for the
length of checked sequences of state transitions. While useful
for bug hunting, BMC can also produce a false positive result.

The infinite-state model checker nuXmv [8] uses a combi-
nation of techniques to extend the scope to real and unbounded
integer number math.

VTT’s practical work has been based on NuSMV and
nuXmv, but other tools of interest include SPIN [9] for
explicit-state analysis, UPPAAL [10] for continuous time anal-
ysis, and PRISM [11] for probabilistic model checking.



B. Formal property specification

The verified properties are specified using temporal logic
languages. Linear Temporal Logic (LTL) [1] specifies proper-
ties that hold for all execution paths. Temporal operators such
as “Globally” (G ¢ : ¢ is true at every state) or “Finally” (F ¢
: ¢ is true at some future state) are used with logical operators
to describe statements about model variables over time.

In contrast, Computation Tree Logic (CTL) [1] is based
on branching time. It uses path quantifiers A (all execution
paths) and E (some execution path) in conjunction with
temporal operators such as G and F. Some CTL properties we
have found useful in our work [12]—such as the reachability
property [13] AG EF ¢—cannot be formulated in LTL.

Property Specification Language (PSL) [14] extends LTL
and CTL, and, in addition to syntactic sugar (e.g., never
p for G —p), provides the Sequential Regular Expressions
(SERE) “style” convenient for expressing properties on multi-
cycle behavior of 1&C systems [12].

III. RELATED RESEARCH

Modeling operator actions in the context of model checking
has been studied with different motivations. The approach can
be to model either erroneous or intended user actions.

In [15], Bolton et al. present an approach of generating
models of operator errors based on a task-based taxonomy of
erroneous human behavior. They claim that a formal model
allowing any operator behavior to manifest at any time “will
not be interesting to analysts” and therefore place a limit on
how many erroneous behaviors will be allowed. The Enhanced
Operator Function Model (EOFM) is based on XML represen-
tation, which is then translated to SAL [16] for verification.

In [17], Akarpour et al. model human-robot collaboration
by extending the human operator model with states describing
normative or erroneous actions. As in [15], the number of
possible human errors is limited. Zot [18] is then used to verify
the safety of working in close proximity with robots.

In [19], Basuki et al. capture emergent system behavior aris-
ing from unexpected operator actions. The Maude system [20]
then supports LTL model checking.

In [21], Ait-Ameur & Baron suggest an approach for the
validation of user interface design by modeling the intended
user tasks using a type of tree notation. The event B [22]
technique then supports formal verification of reachability and
observability properties, and validation of user tasks.

In [23], Muhammad specifies an operator model accounting
for, e.g., age, experience and fatigue, and then uses PRISM to
assess the impact on the operation of a drone system.

Beyond formal verification, there are many works on mod-
eling the actions of operators in an industrial context. To
mention one recent example with a different motivation: In
[24], Markaj et al. specify operator behavioral models using
stochastic state machines and then integrate those models with
a process plant model in Simulink. The objective is to identify
a suitable degree of plant autonomy in an early design phase.

In contrast with the above-mentioned research, this paper
focuses on the implications of human action modeling on (1)

safety and (2) the practical applicability of model checking,
based on industrial experience.

IV. ANALYSIS OF INDUSTRIAL DATA

In the practical nuclear industry projects mentioned above,
VTT has by 2025 found a total of 98 confirmed design issues,
94 with NuSMYV and four with nuXmv. Based on our analyses,
the actions of operators or maintenance personnel are relevant
in 43 issues. In 30 issues (31.6%), human error is a key factor.

To identify and classify recurring features in the issues, we
can use action error modes from Systematic Human Error and
Prediction Approach (SHERPA) [25]. Grounded on cognitive
models of human behavior, SHERPA works by indicating error
modes in tasks based on analysis of work activity [26]. There
are different variants of SHERPA error mode taxonomies, the
one adopted here is from [26]. The most common error modes
for our issues are “A2 Operation mistimed” and “A7 Wrong
operation on right object” (see Table I).

TABLE I
THE OCCURRENCE OF SHERPA ACTION ERROR MODES [26]

Action error mode Count
A1 Operation too long/short 4

A2 Operation mistimed® 10
A3 Operation in wrong direction® 4

A4 Operation too little/much

A5 Misalign

A6 Right operation on wrong object

A7 Wrong operation on right object® 10
A8 Operation omitted 1
A9 Operation incomplete

A10 Wrong operation on wrong object 1
“?See example 2 in Section V-A.

bSee example 1 in Section V-A.

“See example 3 in Section V-B.

We also categorized the issues using error modes from Cog-
nitive Reliability and Error Analysis Method (CREAM) [27].
The error taxonomy in CREAM is intended to support human
reliability analyses, accident analyses, and system design.
Under this categorization, the most common error mode in the
data was now “Object”, followed by “Timing” (see Table II).

TABLE II
THE OCCURRENCE OF CREAM ERROR MODES [27]

Error mode Count
El Timing (too early, too late, omission) 7

E2 Duration (too long, too short) 4

E3 Sequence (reversal, repetition, commission, intrusion)® 4

E4 Object (wrong action, wrong object)? 11

ES5 Force (too much, too little)

E6 Direction (wrong direction)® 4

E7 Distance (too short, too far)
E8 Speed (too fast, too slow)

“See example 2 in Section V-A.
bSee example 3 in Section V-B.
¢See example 1 in Section V-A.

The online annex [28] to this paper contains short descrip-
tions of each issue and their classification based on both the
SHERPA action error modes and the CREAM error modes.



V. CASE STUDIES

The addition—or the omission—of the operator model can
have either useful or detrimental effects to the analysis results.
The risks considered below are that a (1) real issue is masked,
(2) a spurious counterexample will prove unrealistic, or (3)
the computational cost will prove excessive.

A. Masking of relevant issues

A conservative operator model will limit the execution paths
of the connected 1&C model. We therefore run a risk of
accidentally preventing a crucial execution path.

To illustrate this risk, let us consider two running examples.
Both are from VTT’s practical projects, where the analysis
revealed a problem in a real-world design. The examples are
masked and simplified from their original context.

For example 1, the original logic consisted of 152 blocks.
Fig. 2 shows the simplified example, along with a simple
operator model Fp. For simplicity in illustration, same type
of function block diagrams are used to represent Fp and the
1&C logic model F;. The blocks are described in Fig. 1.
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Fig. 1. Key for the function blocks used in the example logics

In the example, a decrease command from
erator leads to the close output being set
low signal from the plant leads to a stop
function. However, a PSL safety property to exclude
rapid oscillation (never {!close; close; !close;
close; !close; close}), results in a counterexample
where the operator commands decrease although low is
already true (see Fig. 3).

For example 2, the original logic consisted of 34 function
blocks. Fig. 4 shows the simplified example, along with a
simple operator model Fp. Here, a start command initiates
a sequential test logic, taking about a minute to process. The
test sequence is deactivated upon reaching its completion or
by the operator’s stop command. However, a CTL property
to ensure that a state where the test is not “done” is always
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Fig. 2. Example 1: an I&C logic model F;, where, if an operator model Fo
is added, a design issue in F7 is masked. The circular element at the AND
block input represents a negation.
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Fig. 3. If the operator commands decrease even though low is true, the
1&C logic in example 1 will enter a rapid oscillation between two states.

reachable (AG EF —done), results in a counterexample
illustrated in Fig. 5, where a rapid succession of back-and-forth
commands from the operator places the logic in a permanently
stuck state.
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RESET[START

Test sequence
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Fig. 4. Example 2: an 1&C logic model F7, where, if an operator model Fp
is added, a design issue in F is masked.

What is notable about these real-world examples is that
the operator models Fp shown in Fig. 2 and Fig. 4 are
added, the counterexample execution paths are no longer
reachable, and the above properties now hold. The issues



are effectively masked from being discovered, and although
the operator models are justifiable (the operator should not
command decrease if low is true, or command start
immediately after stop), it cannot be guaranteed that all the
excluded execution paths are truly irrelevant.

On the other hand, we can also consider the option where
including the operator model would reveal a relevant design
issue not valid for the I&C logic model alone.

If a LTL property holds for all the execution paths of the
1&C model F7, it will also hold after adding an arbitrary op-
erator model Fp. Fp can introduce additional model variables
and add to the number of reachable states in the joint model,
but it cannot add execution paths to F7.

CTL properties, however, do not have to hold for all
execution paths. Therefore, a CTL property could be violated
by adding the operator model.

Fig. 6 shows a semi-fictitious (see [29]) example, where F7
satisfies the LTL property G((ack_a A set_b) — act_b),
but the overall logic Fp + Fj—while still satisfying the
above LTL property—breaks the CTL reachability property
AG EF —act_b, because at the end of the counterexample,
we can no longer reach a state where (ack_aAset_b) would
hold. At the end of the scenario, the above LTL property is
trivially true and essentially meaningless.

However, Fp in Fig. 6, if we assume that the operator is free
to act, then regardless of any feedback from the 1&C or the
plant, any operator action v is always reachable (AG EF v
holds). If every operator action is always reachable, then any
violation of the reachability property (AG EF ¢) for the
outputs of F7 will be revealed by the verification of F7, alone.
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Fig. 6. A semi-fictitious logic, where adding the operator model causes the
logic in the depicted counterexample ending up in a frozen state

B. Spurious counterexamples

A less severe risk is that the addition or the omission of
the operator model will result in a spurious counterexample
depicting an impossible scenario, in which case unnecessary
extra time could be spent on processing such counterexamples.
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Fig. 5. Counterexample for the second logic: if the second stop is received
before a second has passed from the previous stop, a start in between
the stops will place the I&C logic in a frozen state, where the test cannot be
reset or restarted.

In our online annex [28], issues where operators set several
redundant subsystems into test or manual mode at the same
time are common. These counterexamples can be considered
spurious, if we assume that operators would not deliberately
act in such a fashion (or if some procedure, like a key, prevents
simultaneous access). In this case, an operator model could
filter unrealistic counterexamples.

Example 3 illustrates useful counterexample filtering. Fig. 7
shows an 1&C logic F7 for inhibiting one of three redundant
subsystems for testing and maintenance. As shown in [30],



the operator can inhibit all three subsystems simultaneously
through a specific quick succession of commands. However,
we can prevent that by adding the operator model F in Fig. 7.

Example 3
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Fig. 7. An operator model Fo added to the third exemplar 1&C logic FT.

If, on the other hand, the operator model is flawed, and the
analysis results in a counterexample caused by such a flaw,
then it is the added operator model that causes extra work.

However, in each case, the effect is that extra time is spent
by the analyst to rule out spurious counterexamples. While
practically inconvenient, this effect is not detrimental to safety,
in that it does not limit the verification results.

C. Computational overload

In VTT’s projects, the complexity of some models has
meant that the analyst has had to use BMC, which is unable
to produce verification proofs, but has revealed several issues.

Intuitively, the addition of the operator model should con-
strain the execution paths of the connected 1&C model, which
could then decrease the analysis time and/or enable more
comprehensive analysis of logics otherwise too complex.

To experiment with the effect of the operator model on the
computational load, we collected real-world industrial NuSMV
models from VTT’s projects. In Table III, Logic 1 is the
original logic where example 1 (Fig. 2) comes from, logic 2
is where example 2 (Fig. 4) comes from, and logic 3 is where
example 3 (Fig. 7) comes from. As stated above and in [30],
in their original context, these models contain 152, 34, and 49
function blocks, respectively. Due to their confidentiality, the
original models and their sources cannot be shared.

To each 1&C logic, we then added the type of operator
model simplified in Fig. 2, Fig. 4 and Fig. 7. If NuSMV did
not finish within 12 hours, the process was terminated.

The results are summarized in Table III.

The number of reachable states is not always a good
measure of computational complexity, at least for symbolic
model checkers. A more practical measure is the computation
time. As seen in Table III, the number of reachable states in
Logic 3 is seven orders of magnitude higher than in Logic 2,
but the analysis time is only fractions when compared with
Logic 2. (The times were recorded with NuSMV 2.6.0 on an
Intel Core 15-1235U CPU with a clock rate of 1.30 GHz.)

Our experiments were rather limited. However, they show
that the addition of the operator model does not necessarily
make the analysis faster, and the analysis time can in certain
cases even grow prohibitively long. Presumably, this is due to
the additional variables and logic introduced.

VI. DISCUSSION

In Section V-A, we pointed out that a LTL property holding
for the I&C model F; alone will still hold for F; even if
we add an operator model Fp to limit the states reachable
for Fr. This principle does not hold for CTL properties,
which represent 10% of properties specified in VIT’s practical
projects [12]. However, the only type of CTL property used
three times or more—or the only type to have revealed design
issues—is the reachability property AG EF ¢. As discussed
above, for the combination of Fp + F7 in unison to violate
AG EF ¢, the operator would have to be unable to perform
some action. However, human operators can always use their
intuition and experience in unforeseen situations [24].

A recurring feature in the issues is that they feature opera-
tors behaving in ways that one could claim they would not, or
that the instructed procedures should prevent. From a safety
point of view, it would still be preferable to design the 1&C
systems in a way that the unwanted scenarios can simply be
excluded by the 1&C, alone. If users are deliberately left with a
known avenue for misuse, there are few guarantees that a bad
actor would never try to abuse such a possibility. Given enough
time, the risk also grows that an operator acting in good faith
might simply make the right type of error. From the defense-
in-depth principle, it does not follow that it is acceptable to
have “holes” in the I&C just because the operators are trusted
to always act in a certain way.

For simplicity, our examples used function block diagrams
to specify the operator models. Some other language is likely
to be more appropriate for a real implementation.

Our analyses are limited by only working with the symbolic
model checkers NuSMV. The results for computational load
could differ for explicit-state model checkers. In addition, we
only used three models to calculate the effect on analysis time.

VII. CONCLUSION

Reflecting to the research questions posed in Section I:

1) An operator model can obviously filter out unrealistic
execution paths and therefore spurious counterexamples.
However, the concern is that an overly conservative (or
just plain incorrect) operator model could accidentally
mask a realistic and relevant scenario.



TABLE III
COMPARISON BETWEEN MODELS WITH 1&C LOGIC (F7) ONLY AND MODELS WITH OPERATOR MODEL (Fp) ADDED

Logic 1 Logic 2 Logic 3
Fr Fo + Fr Fr Fo + Fr Fr Fo + Fr
Reachable states 2.34-10°"  1.85-10% 3.52-107 8.23-10" 2.63-10'  3.44-10"
CTL checking time / property (s) 36.3 — 5.5 2.6 0.2 0.3
LTL/PSL checking time / property (s) 61.0 — 31.7 27.1 0.3 0.3
Properties satisfied 27 /31 —* /31 6/10 71710 6/8 8/8

“Process was terminated after 12 hours.

2) As an LTL property holding for a standalone I&C model
will always hold for the joint model of the operator and
the 1&C, it is difficult to come up with a scenario where
the addition of the operator model would “break” the
1&C logic. Violation of CTL reachability properties (or
the introduction of deadlocks) would require the operator
to be unable to perform some action.

The additional logic introduced by the operator model
does not necessarily limit the number of overall reach-
able states, and the analysis times can increase.

3)

The first step in formal verification is the specification of
model boundaries. When verifying I1&C logics, the decision to
include or exclude the operator actions in the model carries a
risk of (1) unintentionally masking what would in reality be
a relevant counterexample, (2) causing a spurious (irrelevant)
counterexample, and/or (3) causing computational overload.

More holistic formal verification approaches are needed.
Still, from a safety point of view, it seems justifiable to apply
the open-loop approach, where the actions of human operators
(or plant feedback) are not included in the formal model of the
1&C system. A downside is having to process counterexamples
that would not necessarily be realistic in the broader context,
but it is preferable to be safe rather than sorry.
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