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Abstract—The transition toward Industry 4.0 exposes SCADA
systems to significant cyber-physical risks due to increased remote
connectivity. The Industrial Cyber Shield (ICS) project, funded
by the National Institute for Insurance against Accidents at
Work (INAIL), responds to this challenge through an intrusion
response system that is composed of two main modules: a
centralized Orchestrator and multiple distributed Shield mod-
ules. The Shields are deployed inline to protect Programmable
Logic Controllers (PLCs), employing Snort for real-time network
analysis and recurrent neural networks for physical process
anomaly monitoring. Detected events are transmitted via a
Kafka broker to the Orchestrator, which provides automated
response instructions in real-time. Experimental validation on
a water distribution testbed demonstrates that the architecture
introduces negligible latency (less than 1 ms) and maintains
limited hardware resource consumption. The system successfully
neutralizes simulated attacks while preserving the stringent
timing requirements of industrial communications, ensuring both
operational transparency and plant safety.

Index Terms—Industry 4.0, SCADA Systems, Cybersecurity,
Intrusion Detection Systems, Anomaly Detection

I. INTRODUCTION

The digitization of industrial processes has significantly
improved efficiency but exposed critical infrastructures to
sophisticated cyber threats, creating complex networks that are
inherently more vulnerable [1]. In Industrial Cyber-Physical
Systems (ICPSs), traditional isolation paradigms based on
the concept of security-by-obscurity have been progressively
abandoned in favor of open and heterogeneous communi-
cation standards, enabling remote connectivity through the
Internet and tighter integration with corporate networks [2].
As a consequence, Supervisory Control and Data Acquisition
(SCADA) systems, originally designed as closed and trusted
environments, can now be reached through legacy industrial
protocols that were not conceived with security in mind,
thus opening new attack vectors that directly impact both
business continuity and worker safety [3], [4]. Legacy SCADA
devices often lack modern security safeguards, making them
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susceptible to attacks that can manipulate physical assets
through communication channels and Programmable Logic
Controllers (PLC) [5]. A comprehensive analysis of SCADA
vulnerabilities shows that threats originate from various layers,
including application servers, network protocols, and field
devices like RTUs and PLCs [6].

Conventional cybersecurity solutions for industrial environ-
ments mainly rely on perimeter defenses, static firewalling,
and centralized Intrusion Detection Systems (IDSs). While
such approaches remain essential, they often struggle to pro-
vide timely and context-aware reactions in modern distributed
SCADA networks [7]. The distributed and heterogeneous
nature of ICPSs calls for protection paradigms that combine
local monitoring and mitigation capabilities — characterized
by low latency and high operational transparency — with
centralized coordination for advanced incident analysis and
response orchestration.

In this regard, the scientific literature has extensively inves-
tigated anomaly detection techniques for industrial processes,
with a strong focus on data-driven approaches based on
machine learning and deep learning. Several works target the
detection of cyber and physical anomalies using multivari-
ate time-series models and unsupervised learning, but they
typically operate on offline datasets and rarely discuss the
real-time performance of the underlying data acquisition and
processing pipelines [8], [9]. Moreover, despite the growing in-
terest in ICPS security, automatic response mechanisms remain
largely underexplored due to the high risks associated with
enforcing countermeasures in complex industrial plants, where
incorrect actions may lead to production losses, environmental
damage or even human casualties [10].

To address these gaps, the Italian national project Industrial
Cyber Shield (ICS), funded by the National Institute for
Insurance against Accidents at Work (INAIL), aims to design
an intrusion response system that assists operators and enables
automated deployment when conditions are critical [11]. A key
enabling component of such a system is an effective Anomaly
Detection System, capable of jointly processing cyber and
physical data coming from the SCADA network in real time.
In our previous work [12], we presented a real-time data cap-



ture probe for anomaly detection in ICPSs, implemented on an
Odroid platform and validated on a water distribution testbed.
That study focused on guaranteeing real-time performance for
data sniffing and feature extraction, analyzing metrics such as
CPU usage, memory usage, and system wait time to ensure
that anomaly detection could be performed without violating
the polling deadlines of the Human-Machine Interface (HMI).

Building on these results, the ICS project introduces a dual
cyber-physical detection framework that integrates data-driven
process-monitoring techniques with rule-based mechanisms
for network security; the two branches are decoupled at the
Shield to preserve real-time guarantees on the inline path
and converge at the Orchestrator, which time-aligns Snort
alerts and LSTM residuals per Shield to enable cross-domain
correlation. On the physical side, Long Short-Term Memory
(LSTM) recurrent neural networks are employed to monitor
industrial processes and detect deviations from nominal be-
havior. Concurrently, on the cyber side, the system integrates
Snort!, a widely adopted rule-based IDS, to perform rule-
based recognition of known attacks directly at the network
level. LSTM neural networks are particularly effective for
monitoring industrial multivariate time series data, as they can
learn the predictable and regular nature of the physical process
to detect anomalies with high precision [13], [14]. The avail-
ability of realistic datasets, such as the hardware-in-the-loop
water distribution testbed (WDT) for cyber-physical security
testing [15], plays a crucial role in designing, training, and
validating such algorithms on scenarios that closely resemble
real industrial plants.

This paper presents the ICS system within this context. De-
veloped as part of the INAIL BRIC 2022 program, the project
is carried out by a research consortium including Campus Bio-
Medico University of Rome and INAIL. The ICS architecture
is based on a two-level edge computing model specifically
designed to detect and respond to cyber threats and process
anomalies in networked industrial environments. At the field
level, distributed Shield devices are deployed in inline mode
between PLCs and the rest of the SCADA network, ensuring
transparent and low-latency communication while enabling
both rule-based detection via Snort IDS and anomaly-based
detection via LSTM neural networks on process data. At the
centralized level, an Orchestrator coordinates event correlation,
advanced analysis, and the activation of automatic mitigation
responses across the Shield devices. Communication between
the Shields and the Orchestrator is implemented through an
Apache Kafka broker, protected by mutual TLS with X.509
certificates and per-Shield payload signing, so that origin and
integrity of alerts and mitigation commands are verifiable
end-to-end. Modbus/TCP traffic is instead left unencrypted,
since retrofitting confidentiality into the legacy protocol is
generally not feasible without breaking PLC compatibility [2],
[6] — which is itself a key motivation for the inline Shield
deployment.

The use of message-oriented middleware like Apache Kafka
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plays a key role in decoupling data producers and consumers,
ensuring scalable, reliable, and real-time streaming processing
in federated IoT environments [16], [17]. The ICS system
pursues a dual objective: preventing hazardous situations
through operator guidance and automatically enforcing mit-
igation actions when required. In particular, the Shields lever-
age the nftables firewall to dynamically enforce filtering
rules on their network bridge, selectively blocking malicious
traffic before it reaches the PLCs, while leaving legitimate
traffic unaffected. Automated incident response systems are
increasingly necessary to defend PLCs against volumetric
attacks, such as DoS, by executing pre-defined filtering rules
at the network level [18]. Experimental validation on a water
distribution testbed demonstrates that the proposed architecture
introduces negligible latency (less than 1 ms) and maintains
limited hardware resource consumption, thus preserving the
stringent timing requirements of industrial communications.
The system successfully neutralizes simulated attacks and
reliably signals process anomalies, ensuring both operational
transparency and plant safety.

The remainder of the paper is organized as follows. Section
II describes the ICS system architecture, the reference testbed,
and the detection and response mechanisms implemented on
the Shields and the Orchestrator. Section III presents the ex-
perimental results in terms of detection effectiveness, network
latency, and resource usage. Finally, Section IV draws the main
conclusions and outlines future research directions.

II. ICS SYSTEM ARCHITECTURE
A. Reference Testbed

The project was designed and implemented at the Campus
Bio-Medico University of Rome on a water distribution testbed
composed of 8 tanks, 6 pumps, 22 solenoid valves, 8 pressure
sensors, and 4 flow sensors [15]. The physical process is
controlled by 4 PLCs interconnected within a SCADA network
using the Modbus TCP/IP communication protocol. Plant
supervision is performed in real time via a central workstation
equipped with an HMI and a Historian. The testbed and
network scheme are shown in Figure 1.
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Fig. 1. Water distribution testbed at the Campus Bio-Medico University of

Rome.

B. Architecture

The project architecture, shown in Figure 2, is characterized
by a two-level system. The first, referred to as the field



level, aims to protect the PLCs by detecting and potentially
countering threats to plant security, such as process anomalies
or cyber attacks. The second aims to coordinate and manage
the proper operation of the field devices, referred to as Shields,
by defining operating policies as well as the actions to be taken
following the detection of attacks and/or process anomalies. To
protect each of the 4 PLCs in the water testbed, 4 Odroid H4+
Shield devices have been deployed, each communicating with
a single Orchestrator device via a Kafka broker.
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Fig. 2. ICS Architecture.

1) Field Device: Shield: Field devices are configured in
inline mode to decouple individual PLCs from the rest of
the SCADA network at the network level. To this end, each
Shield establishes a network bridge between the two interfaces,
ensuring on one hand proper communication between the PLC
and the remaining SCADA network devices, and on the other,
the ability to analyze and potentially filter network traffic if
a cyber attack is recognized. The Shields were developed on
Odroid H4+ devices, each equipped with 3 network interfaces:
two interfaces in a bridge configuration between the PLC and
the SCADA network, and a third wireless interface for com-
munication with the Orchestrator device. The Shield device
aims to (i) ensure transparent communication, (ii) recognize
cyber attacks or process anomalies through real-time traffic
analysis, and (iii) communicate events to the Orchestrator for
immediate mitigation.

To ensure comprehensive monitoring, the system adopts
two complementary strategies for the recognition of process
anomalies and cyber attacks. Regarding process anomalies,
the approach is based on LSTM recurrent neural networks
aimed at detecting anomalies in the water tank filling and
emptying process. Specifically, eight distinct networks were
trained, one for each tank in the testbed, using historical

datasets related to nominal filling and emptying cycles. This
training allows the system to learn the plant’s nominal behavior
and identify significant deviations in real-time. During the
operational phase, the Shield device continuously intercepts
the content of Modbus response packets from the PLC to
the HMI, extracting the current tank levels from the payload.
These values are then compared with the predictions generated
by the LSTM model: a significant deviation between the
measured value and the expected one is flagged as a process
anomaly. In Figure 3, an example of anomaly detection on
tank 1 of the water testbed is shown.
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Fig. 3. Detection of a process anomaly on tank 1.

Cyber attack detection relies on Snort, configured in its IDS
mode, which enables the integration of custom rules to identify
known threats. Within the project context, specific rules have
been defined to detect three main categories of attacks:

o Denial of Service (DoS), in its two variants: TCP flood

and ICMP flood.

e Scanning, in its five variants: Null scan, FIN scan, SYN

scan, XMAS scan, and ICMP scan.

o ARP poisoning.

The architecture involves running Snort instances on both
network interfaces of the bridge (PLC side and SCADA side).
This dual monitoring configuration is necessary for the precise
localization of the attack origin, while also enabling verifi-
cation of countermeasure effectiveness by observing whether
malicious traffic is blocked before reaching the target device.
Upon a positive detection, the Shield triggers the immediate
activation of a local audio-visual alarm to alert on-site op-
erators and simultaneously transmits an alert message to the
centralized Orchestrator via the Kaftka broker.

For the implementation of countermeasures, nftables,
the modern Linux packet filtering firewall, was adopted, moti-
vated by its capability to inspect traffic from Layer 2 (e.g.,
MAC address) up to Layers 3/4 (IP, protocols, TCP/UDP
ports). Response actions consist of dynamic firewalling rules
on the Shield’s network bridge, intercepting malicious pack-
ets on the external interface before they reach the PLC.
nftables, like any netfilter-based framework, performs no
payload inspection above L4 and can be evaded by fragmen-
tation, spoofing within the authorized range, or low-and-slow
traffic; for this reason it is used here not as a self-sufficient



defense but as one enforcement layer of a defense-in-depth
scheme, coupled with Snort on both bridge interfaces and with
a hardened, single-purpose Shield OS. The specific filtering
actions for each of the attacks detectable by Snort are listed
below.

o DoS/DDoS Attacks. The response consists in limiting the
network throughput for the affected protocol, either TCP
(in the case of TCP flood) or ICMP (in the case of ICMP
flood).

o Scanning Attacks. If the attacker’s IP or MAC is not
in the list of authorized SCADA addresses, the offending
address notified by Snort is filtered; if both are authorized,
no automatic action is taken (as it would disrupt legiti-
mate devices) and the Orchestrator notifies the operator.

o ARP Poisoning. If the MAC reported by Snort is unau-
thorized, it is filtered; otherwise no action is taken on
the Shield and the Orchestrator notifies the operator,
following the same rationale as above.

Finally, should the Shield lose communication with the
Orchestrator, it will execute a default policy that can be
customized by the operator. Such policies may range from
a simple notification to the operator to the forced interruption
of the network bridge, resulting in the blocking of traffic.

2) Orchestration Device: Orchestrator: The Orchestrator
performs three main functions:

« Distributing initial configuration files to each Shield to
provide the correct information for attack detection.
o Receiving real-time attack notifications from the Shield
devices.
o Issuing appropriate response actions to the Shields for
network traffic filtering via the nftables framework.
As anticipated in Section I, communication between the
Orchestrator and the Shields is enabled via a Kafka broker,
with confidentiality and integrity guaranteed by mutual TLS
and per-Shield payload signing. The adoption of Kafka, in
particular, allows for information exchange based on specific
topics. In this way, each Shield will communicate attacks and
receive responses on its own specific topics, thereby ensuring
that each device can access only the information relevant to
1t.
Regarding the transmission of the configuration file, each
Shield receives the following information upon startup:
o The IP address of the PLC to be protected.
e The IP addresses and corresponding MAC addresses of
the devices connected to the SCADA network.
o The maximum acceptable threshold for the packet-per-
second rate.

Based on the received configuration information, each
Shield initializes its local IDS rules to detect the three classes
of attacks. When Snort identifies an attack, the information is
transmitted to the Orchestrator, which, in response, sends spe-
cific commands to activate countermeasures. These commands
are Base64-encoded Bash scripts that, once executed by the
Shield, dynamically insert the appropriate nftables filtering
rules to neutralize the specific detected threat. Simultaneous

monitoring on the two bridge interfaces (towards the PLC and
towards the SCADA network) enables the classification of the
attack evolution into three distinct scenarios:

1) Active unmitigated attack (detected on both inter-
faces): indicates that malicious traffic is traversing the
bridge and reaching the PLC. It is the initial critical
condition that triggers the request for intervention.

2) Successfully mitigated attack (detected only on the
external/SCADA interface): confirms that the firewalling
rule is active and is blocking malicious traffic before it
traverses the bridge, effectively protecting the PLC even
though the attack persists on the external network.

3) Terminated attack (not detected on any interface):
indicates the cessation of hostile activity. In this case,
the Orchestrator can order the removal of blocking rules
to restore normal operation.

The first scenario occurs when an attacker attempts to access
the PLC network segment from the SCADA network. In
the absence of adequate countermeasures on the bridge, the
attack traverses it, generating the same Snort event on both
monitored interfaces. Following detection, the Orchestrator
sends the appropriate countermeasure to block the passage of
the attack on the bridge, thereby preventing the attacker from
reaching the PLC. Specifically, the Orchestrator will send a
Base64-encoded JSONS message containing the Bash code
for inserting the nftables rule.

The second scenario occurs following the receipt and im-
plementation of the countermeasure. If the attack is detected
exclusively on the external interface (SCADA side) but not on
the internal one, it indicates that the nftables rule is effec-
tively blocking malicious traffic on the bridge. In this case, the
Orchestrator notifies the operator that the attack is contained
but still active on the external network, maintaining filtering
pending its conclusion. If, however, the attack continues to
be detected on both interfaces despite the countermeasure, it
implies that the filtering is ineffective and the PLC remains
exposed. The Orchestrator immediately escalates the event
priority, alerting the operator to the persistence of a critical
threat that is not being automatically managed.

When the attack disappears from both interfaces, it can
be deduced that hostile activity has ceased. Consequently,
the Orchestrator sends a rollback command to the Shield
to remove the temporary filtering rules, restoring full bridge
transparency and normal plant operation.

Finally, it should be noted that countermeasures have been
defined only for cyber attacks and not for process anomalies.
For the latter, management is entirely delegated to the human
operator, who must physically intervene on the infrastructure;
this design choice aims to prevent unsupervised automatic
actions from inadvertently aggravating the plant’s state or
compromising physical safety.

III. RESULTS

Experimental validation was conducted by deploying two
Odroid H4+ Shields to protect the first two PLCs of the plant.
Each device is interfaced with an Arduino board dedicated to
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Fig. 4. Orchestrator dashboard reporting the detection of an attack against
the first PLC.

driving two distinct audio-visual alarms, used to immediately
distinguish between detections of cyber attacks and physical
process anomalies.

During functional tests, attack scenarios were simulated
using a Kali Linux virtual machine to generate the three classes
of cyber attacks, while process anomalies were induced by
physically manipulating the manual valves of the testbed. The
results confirm the effectiveness of the system: in all evaluated
scenarios, the Shields correctly identified the threats and exe-
cuted the complete mitigation sequence. Specifically, an attack
is initially detected on both network interfaces (SCADA and
PLC sides). Upon receiving the alert, the Orchestrator responds
by sending the necessary nftables countermeasures to
block the malicious traffic. Once applied, the attack is detected
exclusively on the external SCADA interface, confirming that
the traffic is successfully blocked before reaching the PLC.
Finally, when the attack ceases and is no longer detected on
either interface, the Orchestrator issues a command to remove
the temporary filtering rules, fully restoring the firewall to its
normal transparent operation. Figure 4 shows the Orchestrator
dashboard highlighting this correct operational sequence, from
the initial distribution of configurations to the real-time detec-
tion and mitigation of an ongoing attack on the first Shield.
Figure 5 shows the detection of process anomalies. The local
dashboard, displayed directly on the Odroid screens, monitors
the status of the five tanks managed by the first PLC. The
example shows a forced anomaly on the first tank: the system
reacts by highlighting the graph of the compromised level in
red and simultaneously activating the dedicated alarm, thus
ensuring immediate feedback to on-site operators.

Fig. 5. Dashboard of the first Odroid reporting a detected anomaly on the
first tank.

A. Network Performance Analysis

To assess the impact of introducing the Shield device on in-
dustrial communication, an in-depth analysis of Modbus TCP
packet network latency (Round Trip Time) was conducted.
Performance was compared in two configurations:

o No Bridge (Baseline): direct connection between SCADA
and PLC.

o With Bridge (Shield): connection filtered through the
Odroid device in transparent bridge mode.

Tests were performed by varying the polling time (query
interval) of the HMI across five levels: 100 ms, 250 ms, 500
ms, 750 ms, and 1000 ms. For each configuration, packets
were captured and analyzed for a duration of 600 seconds
(10 minutes), ensuring a significant statistical sample (between
17,000 and 58,000 samples per test).

TABLE I
MoDBUS TCP LATENCY COMPARISON (WITH BRIDGE VS NO BRIDGE)
Polling Time Avg Delay Avg Delay A Latency
(ms) No Bridge (ms) | With Bridge (ms) (ms)
100 8.57 (0 = 1.94) 8.53 (0 = 1.78) =~ 0.00
250 8.52 (¢ = 1.79) 8.39 (o = 1.25) =~ 0.00
500 8.17 (0 = 2.77) 8.59 (o = 2.77) +0.42
750 8.14 (o0 = 3.32) 8.57 (o = 2.74) +0.43
1000 7.87 (0 = 3.28) 8.53 (o = 3.27) +0.66

o = Standard Deviation. Values based on 10-min capture.

The results, summarized in Table I, show that the overhead
introduced by the Shield remains limited. Comparing the av-
erage latency values, it is observed that the difference between
the direct configuration and the Shield configuration is always
less than 1 ms. In particular, for high polling frequencies (100
ms and 250 ms), average latencies appear statistically compa-
rable (differences on the order of hundredths of a millisecond,
attributable to normal network variance). In slower polling
configurations (500-1000 ms), the average latency increase
stands at around 0.4-0.6 ms. This slight deviation is largely
attributable to the inherent randomness of network traffic and
the operating system’s scheduling dynamics; with less frequent
packet arrivals, the physiological network jitter and processing
variance become proportionally more evident compared to
continuous, high-frequency traffic scenarios.

B. System Resource Analysis

In parallel with the network analysis, the hardware re-
source consumption (CPU and RAM) of the Shield device
was monitored to evaluate the computational cost of traffic
inspection. Monitoring focused on the packet_capture
process, responsible for packet interception and analysis. Table
II directly compares the values recorded in the two operating
configurations (i.e., With Bridge vs. No Bridge).

o« CPU Usage: The results indicate that the additional
overhead primarily affects CPU utilization. In the No
Bridge scenario, the capture process is inactive (0%).
With the active Shield, usage scales proportionally to



TABLE 11

SYSTEM RESOURCE COMPARISON (WITH BRIDGE VS NO BRIDGE)

Polling Avg CPU Usage (%) Avg Mem Usage (%) Avg RSS (MB) Load Avg (1 min)
(ms) With Bridge No Bridge | With Bridge No Bridge | With Bridge No Bridge | With Bridge No Bridge
100 17.73 0.00 2.45 2.44 386.06 384.43 0.96 0.00
250 19.19 0.00 2.42 2.44 381.45 384.43 0.51 0.07
500 10.56 0.00 2.45 2.44 385.05 384.43 0.03 0.02
750 6.63 0.00 2.45 2.44 386.12 384.43 0.25 0.01
1000 3.98 0.00 2.45 2.44 385.81 384.43 0.12 0.01
traffic, rising from 3.98% (1000 ms) to a peak of 19.19% REFERENCES

(250 ms) in the case of the most aggressive polling.

o Load Average: The impact on system load (1-min Load
Average), a metric representing the average number of
processes either executing or waiting for CPU resources,
remains limited. Even under maximum stress (100 ms),
the value stands at 0.96, remaining below the critical sat-
uration threshold (1.0 per core), whereas in the scenario
without protection, it is virtually zero.

o Memory (RAM): The impact on memory is negligible.
Both the percentage usage (~2.45%) and the Resident
Set Size (RSS ~385 MB) remain virtually identical in the
two configurations. This confirms that resource allocation
for analysis models is static and does not depend on the
volume of analyzed traffic.

These results confirm that the Odroid H4+ is properly
dimensioned to support the Industrial Cyber Shield, ensuring
plant security and real-time inspection without bottlenecks.
The system preserves operational continuity with a negligible
impact on memory and a well-managed CPU load.

IV. CONCLUSIONS

The Industrial Cyber Shield project has demonstrated how a
two-level architectural approach, based on local field devices
(Shields) integrated in inline mode with centralized coordina-
tion (Orchestrator), represents a viable solution for the pro-
tection of modern SCADA networks. The implementation of
hybrid detection, combining rule-based analysis via Snort and
anomaly-based analysis via LSTM neural networks, enables
the identification of both known cyber attacks and process
anomalies. The results of the experimental validation on a
water distribution testbed confirm the system’s effectiveness:
all simulated attack scenarios were successfully mitigated. Per-
formance analysis demonstrated negligible latency overhead
(< 0.7 ms worst case), modest CPU usage (< 20% at peak)
and virtually no memory overhead. Unlike centralized IDS-
only solutions [2], [6] that lack automatic response, PLC-
embedded approaches [18] constrained by controller resources,
and offline cyber-physical fusion frameworks [11], [13], ICS
jointly delivers edge cyber-physical detection, sub-millisecond
inline overhead and automated reversible enforcement on a
Modbus testbed. Future work will move from event-level
correlation to a tighter cyber-physical fusion based on joint
inference over Snort features and LSTM residuals, to better
detect process-aware attacks with nominal network footprint.
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